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Overview:

Primary Sense has now transitioned to HaloConnect for Best Practice, replacing the existing direct
database connection method.

To verify that the practice’s Primary Sense Extractor has successfully transitioned to HaloConnect, kindly
ensure that the button displayed next to Database shows (HaloConnect Active) and is no longer
clickable.

{t Home

2,% Setup

Authenticate Authenticate Practice

% Setup
— N Databaze (HaloConnect Active)

{1 Practice

Common Issues That May Arise from HaloConnect
Transition and Some Basic Troubleshooting Steps:

Issue Description: Primary Sense Extractor has gone offline / Desktop(s)
unable to connect

Action Steps:

1. Loginto the server where the PS Extractor is hosted or installed
Launch the Primary Sense Services Setup via the Start Menu
Click the Verify Setup from the left panel
Click the [Verify] button
Check the results. Fully working PS Services will show all ticks.

AW
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@ Home ]

@ Verify Setup
{9 Practice

You are using the latest version of Primary Sense
ﬁ Setup @ Version y
Database G cti ce software database data read v is

€ Services @ atabase Connection st
QiiVenty ety @ Primary Sense Connection 2.49.114,38932-uat] connection
@ About @ Services

@ Local APl

uccessfu
@ Result Verification compieted
I Verify ] | Log File I

Otherwise, it will provide you with a description of which verification step it failed

ervices Setup

Home i
@ Verify Setup
Practice

Version
Setup

Practice software su via

Database Connection

onnect AP

@
®
R
@ Services
@
®

©
©
Venfy Setup @ Primary Sense Connection
About ® Saivices
@ Local API Error verifying APl connection
® Result Verification completed with errors, Refer to error log file.
| Verify | | Log File I

6. Ifthere are errors, click the [Log File] button to view the logs. We are expecting to see a similar
error(s) as shown in the example below.

File Edit Format View Help

2026-07-28 13:06:03.838 +08:00 [DBG] Primary Sense Extractor service is "Running". A
2026-07-28 13:06:03.838 +08:0@ [DBG] Primary Sense Updater service is "Running”.
2026-07-28 13:06:03.838 +08:00 [WRN] Services are not installed, configured or started correctly.
2026-07-28 13:06:03.838 +08:00 [DBG] Verifying https://172.31.210.5:55001/ Local API connection.
2026-07-28 13:06:04.869 +08:00 [ERR] Error verifying API connection.
System.Net.Http.HttpRequestException: An error occurred while sending the request. ---> System.Net.WebException: Unable to connect to the remote
AV BIES -1 Y YT T ST N ST IS LU ElNO connection could be made because the target machine actively refused it 172.31.210.5:

at System.Net.Sockets.Socket.InternalEndConnect(IAsyncResult asyncResult)

at System.Net.Sockets.Socket.EndConnect(IAsyncResult asyncResult)

at System.Net.ServicePoint.ConnectSocketInternal(Boolean connectFailure, Socket sd4, Socket s6, Socket& socket, IPAddress& address,
ConnectSocketState state, IAsyncResult asyncResult, Exception& exception)

--- End of inner exception stack trace ---

at System.Net.HttpWebRequest.EndGetResponse(IAsyncResult asyncResult)

at System.Net.Http.HttpClientHandler.GetResponseCallback(IAsyncResult ar)

--- End of inner exception stack trace ---
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Issue Description: Primary Sense Extractor is not showing Database as
(HaloConnect Active)

Primary Sense Services Setup = 2
{x Home
% Setup
{8 Practice
Authenticate l Authenticate Practice |
2R Setup
@ Services Database [ (HaloConnect Active) 4 |
Action Steps:

1. Loginto the Best Practice software

Navigate to Setup > Configuration > Database > click [Search for third-party integration]
Search for Primary Sense (via Halo Connect)

Ensure that Primary Sense (via Halo Connect) is enabled or “ticked”

Also, follow the User Guide for pairing with HaloConnect

oW

Issue Description: Error from the logs file ‘Unable to connect to the
remote server’

PSADMIN_Primary_Sense Services Setup_20260728.txt - Notepad
ry P

File Edit Format View Help
2026-07-28 13:06:03.838 +08:00 [DBG] Primary Sense Extractor service is "Running". A
2026-07-28 13:06:03.838 +08:00 [DBG] Primary Sense Updater service is "Running”.
2026-07-28 13:06:03.838 +08:00 [WRN] Services are not installed, configured or started correctly.
2026-07-28 13:06:03.838 +08:00 [DBG] Verifying https://172.31.210.5:55001/ Local API connection.
2026-07-28 13:06:04.869 +88:00 [ERR] Error verifying API connection.
System.Net.Http.HttpRequestException: An error occurred while sending the request. ---> System.Net.WebException: Unable to connect to the remote
ELTAVET RS 73 - W 13 Y T T IR T T SIS T AL BlNO connection could be made because the target machine actively refused it 172.31.210.5:55001
at System.Net.Sockets.Socket.InternalEndConnect(IAsyncResult asyncResult)
at System.Net.Sockets.Socket.EndConnect(IAsyncResult asyncResult)
at System.het.ServicePoint.ConnectSocketInternal(Boolean connectFailure, Socket sd4, Socket s6, Socket& socket, IPAddress& address,
ConnectSocketState state, IAsyncResult asyncResult, Exception& exception)
--- End of inner exception stack trace ---
at System.Net.Htt quest.EndGetResp (IAsyncResult asyncResult)
at System.hNet.Http.HttpClientHandler.GetResponseCallback(IAsyncResult ar)
- End of inner exception stack trace ---

Action Steps:
1. Verify that TCP port 55001 is available and not currently in use by another application, process, or
service to prevent communication and port-binding conflicts.
2. If TCP port 55001 is already bound to another application or service, allocate an available,
unassigned port for Primary Sense and update the port configuration accordingly within the Setup
window and click Save.
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i Primary Sense Services Setup = X
{3 Home
}@ Setup
& Practice
Authenticate l Authenticate Practice I
I % Setup |
3 Services nnecyacn ‘

|

System Integration Testing

@ Verify Setup
[ Use API Service

@ About
API Port | 55001 % |h:195'r‘"10<eihosx53001/

APIPIN Generate New Local PIN

Issue Description: Resolving other APl connection issues

Action Steps:
1. Launch Windows Defender Firewall settings
Ensure that Primary Sense™ is allowed on both Inbound Rules as shown below

2.

* Windows Defender Firewall with Advanced Security

File Action View Help
L AR (R=3N 7 R
P Windows Defender irenal i
: Profile  Enabled  Action  Ovemide  Program Local Address  Remote Address  Protocol LA
TP At

Group

&3 Inbound Rules
Outbound Rules Name »
B Connection Security Rules || @ Best Practice Field Controller Al Yes Allow  No CA\Program Files\Best Practice Cloud Connector\Field Controller\B... Any Local subnet
Al Yes Allow No C:\Program Files\Best Practice Cloud Connector\Field Recovery A..  Any Local subnet TP Ar
ubl - Any Local subnet TCP 14

@ Best Practice Field Recovery Agent
T

Any
C:\Program Fil P y
C:\Program Files\Primary Sense\Services.Api\PrimarySense Service...

Local subnet Tce
Local subnet P
Any Local subnet UDP 14
Any Any e 2

> %, Monitoring

S

P

Domain  Yes Allow.
Private  Yes Allow  No

Primary Sense™ (Domain)

Primary Sense™ (Private)

Any.

UBhe
No C:AWindows\ActionT\action1_agent.exe

G SPort-UDP
€ Action1 Agent (TCP-In) Action1 Agent All

If using a third-party firewall software, ensure to set it up equivalent rules as shown above, or

allow incoming TCP port 55001 from the local network.
Also ensure that Network Connection is set to Private or Domain profile, as the public network

profile may restrict inbound and outbound communications required by Primary Sense.

Status

Network status
Network & Internet

Status

2 Ethernet You're connected to the Internet
1f you have a limited

“  Dial-up

T VPN

Change your network settings

(B Crange sdapter options

G, Sharing options
A New
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Issue Description: Primary Sense Desktop App shows an orange or
grey colored tile (see below)

Action Steps:

1. Anorange-colored tile indicates that the PS Desktop app or Extractor is not online. A grey-colored
tile indicates the Desktop failed to establish communication with the Primary Sense Local API
Service.

2. Click the PS Desktop app to expand the displayed tiles then click Settings

€3

Settings

3. The Primary Sense Settings window will display on your screen.
3.1 Click the Connection tab
3.2 Tick the option for ‘Use Service API’
3.3 Enter the PIN (this can be derived from the Primary Sense Services Setup in the server)
3.4 Click [Test APl Connection]
3.5 Once connection succeeds, click [OK]

Primary Sense™ Settings
Practice Connection Practitioner Advanced

Cennection Method _ Use Database Connection

’ Change Database Connection

Q,‘ ¢ Use Service API

=

PNl ]

o Test API Connection

Q; OK Cancel

Server |pscis-bp-win-se ‘ Port 55001 =
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Issue Description: Any other issues that cannot be resolved

Action Steps:
1. Book an IT support session with the Primary Sense technical team here.
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